
IFIP International Conference on Artificial Intelligence Applications & Innovations
Chania, Crete - 16-19 July 2026

AIAI 2026

AI-Driven Alert Triage in Security Operations Centers

1

Funding & Acknowledgments: This work is part of a project financed by “European Union NextGeneration-EU, the Recovery Plan, Transformation and Resilience, through INCIBE” 
under the Strategic Innovative Public Procurement Initiative (IECPI). The results correspond to a prototype in a pre-commercial stage. This work has also been partially funded by 
PID2021-125652OB-I00 (ML-SAM), funded by MCIN/AEI/10.13039/501100011033 and co-financed by ERDF “A way of making Europe”.

UC3M

Marcelino Lázaro

Francisco-J. González-Serrano

UFV

Lorena Álvarez-Pérez

GMV

Aitor Gutiérrez-López

J. L. Álvarez-Aldana

Marta Gil-López

Andrés Izquierdo-Núñez

Jairo Montero-Santos

https://next-generation-eu.europa.eu/
https://next-generation-eu.europa.eu/
https://next-generation-eu.europa.eu/
https://planderecuperacion.gob.es/
https://www.incibe.es/


AI-driven alert triage in SOCs 2

Problem statement
A SOC monitors, detects, and responds to cybersecurity threats for multiple clients. GMV-CERT has a two Level analyst structure: L1 triage, L2 deep analysis

INTRODUCTION
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SOC Alert Triage
Two key decisions: escalation and reporting. Different impact.

INTRODUCTION
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Experimental dataset: GMV-CERT alerts
170,653 real-world SOC alerts from 24 projects, with escalation and reporting decisions, collected between 2023 and 2025

DATASET
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Proposed framework
A simple human-in-the-loop pipeline

OUR SOLUTION
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Preprocessing: CLEAN
Make raw alerts consistent, reliable and useful

FRAMEWORK
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• Identical observable alert 
patterns can appear with 
different labels.
– Analysts may decide using 

additional operational 
information not present in 
the alerts available to the 
model.

– Therefore, this is not 
necessarily an SOC 
operational inconsistency, 
but a data-level ambiguity 
from the model’s point of 
view.

• Label standardization 
reduces this ambiguity, 
making the learning target 
more consistent while 
preserving all the original 
samples.

Label standardization
Goal: resolve contradictory labels for the same input alarm pattern
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FRAMEWORK
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• Motivation:
– During validation with GMV-

CERT, we observed that 
escalation decisions depend 
not only on alert content, but 
also on the recent operational 
workload around each alert.

• Contribution:
– We extend alert-only modelling 

(A) with operational context (C), 
derived from recent alert 
activity at the analyst, project 
and SOC levels,  and optionally 
segmented by severity.

• Window selection:
– A 6-hour rolling window 

provided the best trade-off 
between short-term workload 
information and excessive 
temporal dilution.

• Result:
– Context improves escalation, 

where workload and time 
pressure matter, but has little 
effect on reporting.

Contextual workload features (C)
We quantify recent workload around each alarm using a rolling time window
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FRAMEWORK
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Encoding
Heterogeneous features: High dimensional encoded representation

FRAMEWORK
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Experimental design
Cost-sensitive learning models

EXPERIMENTS
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• With symmetric 
costs, misses and 
false alarms are 
penalized equally.

• With asymmetric 
costs, the penalty 
reflects the business 
objective:
– Escalation: missing 

a real incident is 
more costly
• prioritize detection 

(e.g. > 95 %).
– Reporting: sending 

a false report to the 
client is more costly
• prioritize precision 

and reduce false 
alarms (e.g. < 5 %).

Optimizing the operating point
Cost-sensitive triage: business priorities define the operating point
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EXPERIMENTS
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• Escalation benefits from 
context:
– the best results use 

intrinsic + context features.

• Reporting is mainly driven 
by intrinsic alert features:
– context adds little value.

• Asymmetric costs change 
the operating point toward 
the SOC needs,
– especially by increasing 

detection when misses are 
costly.

• LSEnsemble and LightGBM
are the strongest models 
overall.

Results summary
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EXPERIMENTS
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SOC alert triage involves two related decisions: escalate to L2, report to the client, both, or neither.
• Escalation benefits from operational context (A+C).

• Analyst workload and alert pressure affect escalation decisions.

• Reporting is mainly driven by intrinsic alert information (A).
• Contextual features alone are weak, and adding context does not improve the best models.

• Label standardization improves consistency.
• It reduces contradictory labels for repeated alert patterns while preserving the original samples.

• Cost-sensitive learning moves the operating point according to SOC priorities:
• higher detection for escalation, fewer false reports for client reporting.

• Overall, LightGBM provides the strongest absolute performance in most scenarios, while LSEnsemble
achieves the best operating point for reporting under asymmetric costs.

Thank you
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